
Sysnet Scanning Services

Managing a BYOD World – Multi-tenant 
Cloud Console
Today, many organisations must manage devices, scans, 
security and compliance across the globe. Sysnet Global 
Solutions’ multi-tenant cloud console provides management 
of devices, reporting, analysis and visualisation for each 
customer and location.

MDM Lite with Mobile Security Scanning
Given the growth of BYOD, smartphones and tablets, our 
solution includes mobile security scanning and a core set of 
Mobile Device Management (MDM) features all administrated 
remotely via the cloud. Remotely scan lock, wipe and geo-
locate on a global scale, by location and/or customer you are 
managing.
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Scan 
anyone, 
anytime, 
anywhere, 
easy.



Mobile Scans

The first and only mobile security scanner for both Apple iOS and Android smartphones 
and tablets. Assess vulnerabilities, device configurations and unprotected data at 
rest. Scans can be performed by the device user or remotely via the Sysnet Cloud 
Console.

Vulnerability Scan

Identify operating system and application vulnerabilities, open ports and more all 
within seconds. Reports include CVSS severity scores to prioritise the remediation 
of each threat. Accurate results with no false positives and no administrative rights 
required. Popular for complying with quarterly internal PCI & HIPAA scans.

Internal PCI Scan

PCI compliance scan that incorporates the PCI-DSS 11.2.1 quarterly internal 
vulnerability scan in addition to 40 additional testing procedures all in one simple 
and fast assessment for all of your endpoints.quarterly internal PCI & HIPAA scans.

Security Scanning

Data Discovery Scan

Locate unencrypted payment card and social security data so you can take action 
before cyber criminals do with Sysnet’s PAN (Primary account Number) and PII 
(Personal Identifiable Information) scan types. Identifies the file path of unprotected 
data so you can delete or encrypt it. Our solution is very fast, highly accurate 
and supports the scanning of numerous file formats including ZIP, SMS messages, 
Contacts, Microsoft Office, Outlook and more.
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BYOD or Remote Workers not a challenge
BYOD security scanning provides the ability to assess devices from the cloud, allowing organisations to secure 
those devices regardless of their location or network connection. Employees are on the go! With Sysnet, you can 
scan anyone, anywhere, anytime.



Scan Delivery Options

Browser Plugin

Scanning of traditional laptops, servers and workstations can also be accomplished 
via a browser plugin. Scanning Windows and OS X systems through a web browser 
is a simple affordable solution that can be integrated into any website or web 
application, or distributed to users via email and calendar invitations.

Anywhere a user logs in to a web page, Sysnet changes the paradigm of security 
assessments by performing the scan either automatically or providing the user an 
option to “Scan Now”. The solution integrates with the industry’s most common 
Online Banking portals, Guest Wifi authentication web pages, Time Sheet and CRM 
web applications and much more. Add a scanning button on your web application 
today.

Executable - CLI

Sysnet’s downloadable command line (CLI) executable integrates with popular 
Systems Management & Remote Monitoring and Management (RMM) vendors. Get 
the most out of your RMM investment and initiate the Sysnet executable, enabling 
you to perform security scans anywhere and anytime.

Remote Monitoring & Management solutions are popular with most MSP’s and 
leveraging these tools can be used to schedule any scan type for desktops and 
servers. For Managed Service Providers, this means you can begin performing 
security scans for any customer without the need of installing hardware or complex 
software in seconds.

Native Mobile App

As mobile smartphones and tablets become the norm for daily computing and 
communication, so does the need to secure these devices. ComplianceMakerTM 
Mobile enables organisations to scan and manage mobile devices. With the Sysnet 
Cloud Console administrators can determine device location, security posture and 
which devices are storing unprotected data.

Self-service scanning via the mobile app allows users to initiate scans, view the 
results of the scan on the device, and take steps to remediate any findings. This 
selfservice scanning feature helps Improve security awareness and education 
among mobile device users, and ultimately reduces overall risk for corporate data 
and applications.
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Sysnet Mobile Security SDK

Security Scanning for your Mobile App

Sysnet Global Solutions’s SDK (Software Development Kit), provides a native library 
for mobile security scanning, making it easy to include security with your Android and 
Apple iOS mobile applications. It features the scanning and discovery of vulnerabilities, 
unencrypted cardholder data and insecure device configurations.

Mobile Payments and Sysnet Global Solutions

The Solution is great for mobile payment and financial banking applications. With
its fast scanning of threats and unprotected credit card data, it is the ideal security
feature for your financial app.

Scanning a Mobile Device

The mobile SDK can be configured to perform a scan upon opening or logging into
your application, great for forcing a scan before processing a payment for example. In 
some cases, a button may be desired when promoting self service scanning, whereby 
the user self initiates a scan.

Managing results

Sysnet Global Solutions Online includes a comprehensive set of RESTful API’s that
let you provision customers and retrieve security scan results with your existing
business application. A multi-tenant console is also provided and can be used for the 
management of customer ID’s and mobile threats.

Getting started

 ▪ Request an Sysnet Global Solutions Mobile SDK Account.
 ▪ Download the Android or Apple IOS SDK.
 ▪ Select how you want to scan your customer devices and follow the SDK   

 instructions.
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Sysnet Scanning Service 
forms part of our 
SafeMaker Solution. 
SafeMaker is a key 
element of   
Sysnet.air™ our 
compliance management 
and merchant 
engagement solution.

Sysnet.air has been 
developed for banks 
and other acquiring 
organisations to enable 
them to Attract new 
merchants, Interact 
with them, and 
Retain their business. 
Using the guaranteed 
traffic created by the 
compliance process, 
acquiring organisations 
can:

 ▪ Increase the sales of 
value added solutions 
to their merchants, 
while at the same time 
introducing them to 
100’s of new solutions. 

 ▪ Give their merchants 
access to a range of 
security products and 
solutions to help them 
protect their business 
and maximise sales

 ▪ Provide their merchants 
with tailored content 
to help them improve 
their businesses and 
generate more revenue.

 ▪ Give their merchants 
access to the tools 
needed to get their 
business online.

About Sysnet Global Solutions

Established in 1989, Sysnet Global Solutions provides payment card industry 
compliance services, specialising in PCI DSS compliance validation and merchant 
intelligence solutions. Sysnet offers a range of services, including its award-
winning, proprietary, compliance management and merchant intelligence 
solution Sysnet.airTM, to a wide variety of businesses including acquirers, ISOs, 
international banks, payment service providers and merchants. Headquartered in 
Dublin, Ireland, Sysnet has clients in more than 40 countries worldwide and has 
been operating and providing services to clients in the United States since 2009. 

To find out more about Sysnet Scanning Services call +353 (0)1 495 1300 or 
email sales@sysnetgs.com


